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TRINOMIALS WITH HIGH DIFFERENTIAL UNIFORMITY

YVES AUBRY, FABIEN HERBAUT, AND ALI ISSA

ABSTRACT. The context of this work is the study of the differential uni-
formity of polynomials defined over finite fields of even characteristic.
We provide infinite families of trinomials with high differential unifor-
mity when the base field is large enough. It means in particular that
these trinomials are not exceptional almost perfect nonlinear. EI

1. INTRODUCTION

In the whole paper we consider polynomials f € Fon[z]. The differential
uniformity of f, denoted by d,, (f) or simply 6(f), is defined as the maxi-
mum number of solutions of the equation f(x + a) — f(z) = § in Fon where
a and § run over Fon and « is nonzero. In general §(f) is not easy to com-
pute. Polynomials f of Fon[z] such that §(f) = 2 are called almost perfect
nonlinear (APN) and have numerous application in various fields (see [16],
and [6] for a survey). Such polynomials which are also APN over infinitely
many extensions of Fon are called exceptional APN and also receive special
attention (see for instance [14], [5] and [12] for a survey). One conjecture
proposed in [4] and still open is whether the only exceptional APN polyno-
mials are the polynomials 22°+! and 2 ~2"+! for k& > 1, up to the CCZ
equivalence, a relation whose definition (|11]) is expressed in terms of affine
permutations of the graphs.

Concretely it is rather difficult to determine whether a polynomial is APN
(or exceptional APN) and in the two last decades many works have been
dedicated to this question. Quite naturally the progress achieved have often
involved lacunary polynomials. For example results in the direction of the
conjecture quoted above were regularly obtained for polynomials f(z) =
22" 4 h(z) or f(z) = #2721 4 h(z) with extra conditions on h which
in particular involve the degree. In the case of polynomials of degree 2F 4 1
this serie of results culminates with the recent work [1]. Also, binomials of
the form #2 1 + wa?" 2™ with specific conditions on n and w € F3. are
shown to be APN in [9] and similar results are obtained in [§] for trinomials
of the form 222" + ba?"+! 4+ 22" (242 In another direction, since the
introduction in [13] of a first APN binomial 23 + ux3% € Fai0[z] which is
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not CCZ equivalent to a monomial, such results have been obtained for
trinomials ([7]) and quadrinomials (|10]).

Actually Voloch proved in [17] that for large values of n most polynomials
of Fon[z] of degree m = 0 or 3 (mod 4) have a differential uniformity equal to
m — 1 or m — 2, which confirms the fact that polynomials with a differential
uniformity equal to 2 are very rare. A set M of odd integer has been
introduced in [2] with the following property: if m € M is such that m =7
(mod 8), then for n sufficiently large, all degree m polynomials f € Fon[x]
satisfy 6(f) = m — 1. For the even degree case, a similar result is obtained
in [3] for a specific family of degrees m = 27(2¢ + 1) when r > 2, £ > 1 and
ged(r, ) < 2.

In this paper we show how we can adapt the methods of [17] and [2] so we
can transfer the property of high differential uniformity to some trinomials
of degree m when m —1 € M and m is divisible by 4. The methods of
[2] rely on the use of the Chebotarev density theorem which necessitates to
compare monodromy groups in order to ensure that some Galois extensions
of function fields are geometric. It requires a characterization of Morse
polynomials given in an Appendix of Geyer in [15]. This characterization
involves the property for a polynomial to have distinct critical values, and a
key point of our work (which is developed in subsection B.]) is the transfer
of this property to the case of trinomials.

2. MAIN RESULT

First recall that a polynomial g with coefficients in a field k is said to have
distinct critical values if for any 7,7 in the algebraic closure k the equalities
9'(1) =g¢'(n) = 0 and g(7) = g(n) imply 7 = 1.

From now on we will denote by D, f(x) := f(z 4+ a) — f(x) the derivative
of f along . As a consequence of the action of the involution x — = + « on
the set of the roots of D, f one can associate to any polynomial f € Fon[z]
of degree m > 7 a unique polynomial L. f of degree less than or equal to
(m—1)/2 such that L, f(x(x+ «)) = Dy f(x) (see Proposition 2.3 of |2] and
also Proposition 2.1 of [3] for more details).

The set M is introduced in [2] as the set of odd integer m such that
L,(z™) has distinct critical values. Proposition 3.11 in [2] explains that this
assumption does not depend on the choice of o and leads to the following
equivalent definition.

Definition 2.1. We define M as the set of odd positive integers m such
that L, (z™) has distinct critical values (for any nonzero value of «) or
equivalently such that
1+G
1+ (2
It follows immediately from this definition that if m is odd, then m € M
if and only if 2(m — 1) +1 € M, or if and only if 2¢(m — 1) +1 € M for any
nonnegative integer k. And even if m is even, if m satisfies Condition () in

m—1
(1) V1,6 €F2\ {1}, cr”:c;’”:( ) =l=G=Coala=0G"
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Definition (2.) then 2¥(m — 1) + 1 € M for any k > 1.

We can now formulate the main result of this paper.

Theorem 2.2. Let m > 8 be an integer such that m = 0 (mod 4) and
m — 1€ M. Forn sufficiently large if f(z) = agx™ + a1x™ ! + aga™ 2 €
Fon[2] is a polynomial of degree m such that ai # 0 then dr,, (f) is mazimal,

that is dp,, (f) = m — 2. In particular such polynomials are not exceptional
APN.

To be concrete we conclude this section by providing in the following table
examples of degrees m for which Theorem applies.

Ex. of degrees m for | Comments
which Th. [2.2] applies

1| m =8or 12, 20, 24, 28, 36, | Degrees m < 200 for which Th.
40, 48, 52, 56, 60, 68, 76, | applies.

80, 84, 88, 96, 108, 112,
116, 120, 124, 132, 136,
140, 144, 160, 164, 168,
176, 192, 196, 200

2| m=2F+4fork>2 Point (ii) of Proposition 5.2 in [2].
3| m=20F+2for k>0 and | Point (iii) of Proposition 5.2 in [2].
¢ € {3, 5, 11, 13, 17,
19, 23, 29, 37, 41, 43, | Holds for any odd prime ¢ such
47, 53, 59, 61, 67, 71, 79, | that:

83, 97, 101, 103, 107, 109, | - 21 £ 1 (mod ¢2) and

113, 131, 137, 139, 149, | - m’ := £ 4 1 satisfies Condition ().

151, 157, 163, 167, 173,
179, 181, 191, 193, 197,
199,...}

The first list of examples comes from Example 3.16 in [2]. It arises from a
computer-assisted checking of Condition (IJ) which involves an enumeration
of the (m — 1)th roots of unity.

The second family of degrees m = 2F + 4 is derived from Point (ii) of
Proposition 5.2 in [2] where we take s = 2.

The third family can be deduced from Point (iii) of Proposition 5.2 in [2]
where we take s = 1. The odd prime ¢ has to fulfilll 2= # 1 (mod ¢?)
while the integer m’ := ¢ + 1 must satisfy Condition (). The given list of
such integers ¢ < 200 is obtained again with the help of a computer algebra
system (example 3.21 in [2]).

3. THE PROOF

3.1. Distinct critical values. This subsection aims to control the number
of a such that L, f fails to have distinct critical values when f is a trinomial
of the form agz™ + a12™ ' + asx™ 2. We proceed in two steps. First we



4 AUBRY, HERBAUT, AND ISSA

treat the case when f is a binomial agz™ + a;2™'. Second we will relate
the case of binomials to the case of trinomials.

Lemma 3.1. Let m > 8 be an integer such thatm =0 (mod 4) and m—1 €
M. We setd = (m—2)/2. For all binomials f(x) = agzr™+a12™ ' € Fan[x]
such that ay # 0, the critical values of Lo f are distinct except for at most
(6d + 4)((d_21)/2) values of a € F3,.

Proof. The appendix of Geyer in [15] describes the locus of the degree d
d
polynomials g = Z bzt € F,[x] which fail to have distinct critical values

k=0
as the closed set defined by

(2) a(g) == [ [ (9(r:) — 9(75))

i#]
where the 7; are the (double) roots of ¢’. To be more precise I1;(g) is a
polynomial when g is monic, or else is an element of Fa[by, ..., bg][1/bg].

We point out that as a consequence of Proposition 2.1 in |2] the polyno-
mial Lo (agz™ + a;x™~!) has degree exactly d = (m — 2)/2 provided that
a; # 0 and even if ag = 0. So when a; # 0 we know that L (agz™ +ajz™ 1)
has distinct critical values if and only if II(Lq(agz™ +aiz™ 1)) is nonzero.

We set e := ((d—;)/ 2), that is the number of ways to choose two different
roots of g’. By Lemma 2.8 in [3] we know that b3°T1;(L, f) is an homogeneous
polynomial of degree (6d+ 4)e if we consider that a; has weight i whereas «
has weight 1. We also know that each term in b3°Tl4(L, f) contains a product
of (d + 2)e coefficients a;. In the case where f(x) = apz™ + a;2™ ! these
homogeneity conditions impose strong constraints on bgeHd(La f) which will
necessarily take the form

(d+2)e
(3) bdeHd Z cia (d+2e i 7, (6d+4)

where the coefficients ¢;’s belong to Fo. If we consider bgeHd(La f) in the
ring Falag, a1]]a], the lowest degree in « is possibly (5d + 2)e which would
correspond to the term a§d+2)ea(5d+2).

To determine if this monomial does appear in (3] it is sufficient to eval-
uate in ag = 0 and a1 = 1. By definition of II;, the issue comes down to
determining whether the critical values of L, (2™ ~!) are distinct, which is
the case because we have supposed that m — 1 € M.

As a consequence, for any choice of the a;’s in Far such that a; # 0 the
polynomial bdT1;(L,f) € Fanla] is nonzero. As its degree is bounded by
(6d + 4)e, it admits at most (6d + 4)e roots which amounts to saying that
there are at most (6d + 4)e values of a such that L (apz™ + ajz™ 1) does
not have distinct critical values.

O
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The task is now to relate the case of trinomials to the case of binomials.

Lemma 3.2. Let m > 8 be an integer such that m = 0 (mod 4) and
ag,a1,a2 € Fon such that ag # 0 and ay # 0. Consider the two polyno-
mials f(x) = apz™ + a12™ ! + agx™ 2 and h(z) = agx™ + arz™ ', The
critical values of Lo f are distinct if and only if the critical values of Loh
are.

Proof. First we recall that we can reformulate the requirements for L, f to
have distinct critical values the following way: f shall satisfy

C1: (Daf)(7) = (Daf) (n) =0
= T=norT=n+a
C2 : Daf(r) = Daf(n)

Indeed if we set T, (z) = z(x + «) one can write (Lof) 0 Ty, = Dof and
then (Do f) = a(Laf) o Ty. The result follows from the obvious fact that
To (1) = Tn(n) if and only if 7 € {n,n + a}, as quoted in Lemma 3.7 of [2].

We will now prove that in our context f satisfies C1 and C2 if and only
if h does. Indeed, for both f and h the condition C1 reads

ar(T+a)" 2+ a2 =a(n+a)" 2 +an™ 2 =0

which can be simplified by the nonzero coefficient a;. So, when condition
C1 is satisfied, the condition C2 for f which expresses

ao(T+ )™ + aom™ + a1(T + oz)"“1 +arm 4 az(T + a)m72 +agT™ 2
= an+a)"+am™ +ar(n+a)™ " +arn™ " +a(n+ )" +an™?

is equivalent to

ao(T+a)" +aor™ +ar(t+a)"  +arm™ T = ao(n+ )" +aon™ +ar(n+ o) +ain™
that is the condition C2 for h. It concludes the proof. O

3.2. Application of the Chebotarev density theorem. Suppose that
f satisfies the hypotheses of Theorem The choice of the degree m = 0
(mod 4) and the hypothesis a; # 0 imply by Lemma 2.5 in |2] that L,f
has odd degree d = (m — 2)/2, which is prime to the characteristic of the
base field. Lemma [B.1] and Lemma ensure that L, f has distinct critical
values except for at most (6d+4) ((d_zl)/ 2) values of . By Proposition 2.5 of
[3], the critical points of L, f are nondegenerate (i.e. the derivative (L f)’
and the second Hasse-Schmidt derivative (Lo f)!? have no common roots)
except for at most (m—1)(m —4) values of a in Fo. Frow now on we suppose
that n is sufficiently large, so we can choose « such that the three conditions
above are satisfied. As a consequence of an analogue of the Hilbert theorem
in even characteristic given in the Appendix of Geyer in |15] the geometric
monodromy group of L, f is the full symmetric group. Hence, the splitting
field F of L f(x)—t over Fan(t) with ¢ transcendental over Fan is a geometric
extension of Fon(t) (i.e. there is no constant field extension).
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Then we consider the splitting field Q of the polynomial D, f(z) — t over
d
the field Fon(t) and we write L, f(z) = Zbd_kxk. Proposition 4.6 of 2]
k=0

ensures that if L,f is Morse and if the equation x? + ax = by/by has a
solution in Fon then the extension Q/F' is also geometric. But Proposition
2.4 of [3] states that the number of o € F3, such that the trace (from Fan

to Fy) of b:ég is equal to zero (i.e. such that the equation z% + ax = by /bg

has a solution in Fon) is at least (2" — 27/2+1 _1). We conclude that for
n sufficiently large there exists a € F3, such that the extension 2/Fan () is
a geometric Galois extension.

We now use the Chebotarev density theorem to obtain, once again for n
sufficiently large depending only on the degree m the existence of a place of
degree 1 of Fon(t) which totally splits in , or in other words the existence
of B € Fan such that the equation f(z+«)— f(z) = 8 admits m — 2 distinct
roots. For this purpose we employ Inequality (7) in [3] .

Finally we have proved that 6r,,(f) = m — 2 for n sufficiently large
depending only on m.
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